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ABSTRACT

The FBC(Fixed-Base Comb) is a method to efficiently operate scalar multiplication, a core operation for signature
generations of the ECDSA(Elliptic Curve Digital Signature Algorithm), utilizing precomputed lookup tables. Since the FBC
refers to the table depending on the secret information and the values of the table are publicly known, an adversary can
perform HCA(Horizontal Correlation Analysis), one of the single trace side channel attacks, to reveal the secret. However,
HCA is a statistical analysis that requires a sufficient number of unit operation traces extracted from one scalar
multiplication trace for a successful attack. In the case of the scalar multiplication for signature generations of ECDSA, the
number of unit operation traces available for HCA is significantly fewer than the case of the RSA exponentiation, possibly
resulting in an unsuccessful attack. In this paper, we propose an improved HCA on lookup table based scalar multiplication
algorithms such as FBC. The proposed attack improves HCA by increasing the number of unit operation traces by
determining such traces for the same intermediate value through collision analysis. The performance of the proposed attack
increases as more secure elliptic curve parameters are used.
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Alg 1. ECDSA Signature Generation

Input: Domain parameters (E.p, n.G H), private key o, and

message .

OQutput: Signature (7 o) of given message #.

1. Select £=[1,1) uniformly at random.
(x,y )=—kG aver Ef]FP <] Scalar Multiplication

y—rmod 7.

If y=0: go to step 1.

gk Him) +dy) modn.

If 6=0: go to step 1.

Return (7.0).

N R N

Fig. 1. ECDSA signature generation algorithm.
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Alg 2. Fixed-Base Comb Scalar Multiplication
Input: Base point G scalar A= (k_, ---kllsg);. and window
width w.

Qutput P=iG.
1. Divide £ into w bit strings each of the same length
t=[l/w] so that k=K |KK" Let K/

denote i-th bit of K7 and K= (I(;""l -~ KFED),.
2. { Precomputation }. For all bit strings (b,_, - bbo)n of
length w, compute Gllb,_, - byby)s] = b2 G+
+ 5,2 G+ by G
3. P@G[Isf B
4. For { from {—2 down to 0:
41. P—2P i <] Point Doubling
42. P—P+G[K]. <] Point Addition
5. Return P.

Fig. 2. FBC scalar multiplication algorithm.
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Alg 3. Point Addition in_Affine-Jacobian Coordinates Table 1. The average number of calls per one
Input: Points P=(X,:¥,:2) in Jacobian coordinates and point. The probability that collision occurs is

Q= (2.4, in affine coordinates on E/K, 4’ =a’=3z+0b. approximately 1 even in the worst case
Output P+Q=(X;: 13 Zg) in Jacobian coordinates. PP Y .

oy [ Tw=2Tw=3] w=4[w=5]w=6]

2

3. T <] Field Multiplication Related to @ Prgo 23.75 7.88 2.94 1.17 0.48
4. To—"Toys. <] Field Multiplication Related to @

5 T—T o X, o0 TiHpTestion Related fo Py || 27.75 | 9.21 | 3.44 | 1.37 | 0.57
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o HRT P || 6488 | 2158 | 8.08 | 3.23 | 1.34
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15. To— Ty — X,

16. Ty T, T & wrcl HCAS 34 ool gt

R, dwelz 29 iwlAel Al Sl (step 4.2)0]
19. Return (32 152 Z3). FTesherl WdEle AXEE+= ST(Squared
Fig. 5. Elliptic curve point addition algorithm in Pairwise t-differences)(17)& AH&-3hel. ST&
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Fig. 6. A bunch of unit multiplication traces
decomposed from a scalar multiplication trace.

F 3y e wE Ageldl Ade STE A

3.2 &= &4 CHH(Collision Analysis Stage) o3k 3+ SOST(Sum of Squared Pairwise
t-distribution)2h ek SOSTZF A4 +5
SE T IS AU ) A FE (hreshold) 1o W A 0 3 e
4§ 71€ HCAS 34 s A7k 233 Gabsle] S vlAlo] A8 2E3 How I
WA, FBCe| a¥ellx FEdhe sldss 2e \’T_]—b;l—]:].. olu] #¥ e 2% 8-S wels) SOST
ot 2v709] Aol AAE Ax HelvE t—1W 5% o] Fhgde g ARG} FEo] HAYS wet 3t
3 A% 3 AY FF 55 4= (1—1)/2%0)} A ks W] SOSTE 27 a, b 314 oA
Table 1 NIST ed=A E/F, (1) Aol 7 ol £l 7+e ((2¥—1)a+b)/2%0lt}. &kxut 24
AY BT 55 A5 AN Foleh Hope) A5 Ahs T AFD @A Fepew SOSTS At
A st w=6ed We] B A BE £F Aer HIRE A% o, 0= ddel B gE 24T,
0.48°1X/%, FEo] Ho= & W AT FEL duelE 29 S (step 4 2)elA FEo] AR
64 63 34 ] ) 712 Fe AR 1), o, Lo = 3k ofu) ol
—(——— =0.999850]| 02 =& FEZ F e . I
64 64 64 AAs SR w7 daisyd » AR P
= Y HAE T A ¥ aAE B vk glo] &2 qlE 7t 4132 Table

D |

& 13 ol HgHez  (t—1)/270e EA
A Aes A wrek AY 4] Hy) Ahy (iterator) & Uiz zZi=th 2 At Hah=
°l & = SIS Wit T QR s} o] Hon




= =
A A AT el Fehe mE S g
dlo 2] A= 29709 A Glo], . Gi2o—1] %

A% H()g] °u]‘j’—:'.° Gﬂguess]ﬂb_

H
anl el 28 7Hste] e 01%&4 Al

4 o 2]
22 X= L(Glguess])oltt. 1,9 3+ 4 a3
TR w3 S Y= Tieﬂua} g, X

quess,0 = E]-—.'L]' 71—1;]_

Cov(X,Y)

Pguess.0 = \/ VCL7(X) \/ Val( Y) (2)

EE 0= guess <2 wjste] p . 07F 7P
= 99 guessE 1,9 HHIF—O] 523 F7 Hol
o] oozl 2zdete] el Keha dekdiel,

9o} zro] KE wH|E w92 ol AL
L, 7F 2 wkagie K8 s dopdl &
o= Fig. 29 step 12%E ks AT 4 9ic).

v. &

ook

2

2 =¥oxe NIST7F Hashs secp256r1(1)
JJrEPj HE A& sl 34 iy daEE
< Fig. 29] FBCel¥ A& A7]= w=4°|t}
Z Hlo] B8 FAsHE 2v =16709] AL APAAY
Fol HolE AA A (step 2)-> Al 34
g4t 7171 ARM Cortex-M4 Z2ZAME gl
MCUe|t}. Z=Axe 52 F34= 7.3TMHzo]
3 odlolel 2] w¢le Ww=32u]Eolt}t, Y A
o] AHg5l eAZAFTEE TeCroy HDOB104AE
A 1201 E9] SAEe} 2GHzS) I EE et

1r

4.1 I8 2all SHAHl(Decomposition Stage)

[ Doubling Addition Field Multiplicatibr '

Fig. 7. Decomposed traces. The letter S and M
stand for field squaring and field multiplication.

Fig. 7& 2#2t k=0xE534 -7} dH=HIS
o ZaAMe AY LmEE 50MS/so AEH
o]ER ZAF e odfelrt. o] xFwhs ofe
el e A7) At 08 Heke do] =S
St A greloh adle] %52 2%
oA vehds t—1=63702] F o} B4
] 5 g4 g mgelrh 179 952
o] A el Ak atell sl= skl Al
g Zgow 64709 = w4 o]
250712] AEE o] FoAl A& HojErh

W E
L e v o=k

2

_I}Ln

4.2 & 2M HH(Collision Analysis Stage)

Fig. 8% #34El Ad=2 i=628A 33}
j=61, 43, 4297 3oz AxkgF STE e
aR etk STy 3 STy e AAHCZ e

W AT STy, e 2 A Vet AL B
T ek AR 62A 61, 4304

A Mz 22 A 533
QAR AdHelw Asbg #HHE 9eiA
SOST7} &8 3t elatlAE Flsof g}

2 mE iZ AR L, - I, F
Stz ¥RAT BRE oH Fele 2 ATl
Sehs g5 B A 9 4 9k

o 5 10 150 200 250 o 50 10 150 200 250 o s 10 150 200 250

Fig. 8. ST values 8Tg, 4, STy 43, and STg, 4, in
order from the left.

4.3 M 2M S (Correlation Analysis Stage)

1. ]1159] ‘ﬁé% IL}-'E%}% O]Et ‘:/17_'



=24 (2020. 4) 185

Pruasst where T

= {54,48,40,28.22, 14} Puucas where I = (26,23, 4)

[ 4
;r\"f\\gw i

150 200 250 0 5 100 150 200

250

P— 0w o om0 w0
Puoesss Where I = {46,21} Pouesss Where Iy = {55, 36} P here L = {60,57,44,19,13,7}
0 0 0 |
os os os ;‘ Im‘
A
- “ os W‘.’“ os H‘\M
[l I il
ol o il 1 L
11 | AT AR
02 1A Sy 02 02 {
I
] |
01 01 01
0= - 0 ol -
o m wm m w m %0 o w m o m ‘o 0 w0 1m0 20 0
Ppuesss where Ip (n 5.16,11,10.1} Puuesss where X = {52,51,35,33, 29] Pucssa Where Iy = {49,41,34,17, 12}
06 06 06 '
as \ os o5 M \‘
§ \ i \ )
H\ \‘U\
03 \ u ! 03 \ 03 ‘
0 o i o || H
L
01 [P il [
o LAY TR o IANEY | ol |
Paessio where Lig = {53,15,3,2} Pyucan1t where Ty = (56,3, 24, 8) Puucnegz where Iy (rzun 7,9,6,0)
0 | 0 | o i ‘
04 ‘A A »’ 04 i “ 04 ‘ ‘“
03 W f 03 |l H\ 03
Tt i U1y \ |
02 ! “ | 02 i ym‘ b 02 ‘
! I /
01 01 o
0 0 - - 0=
o @ w @ om m % m w @ om om %0 ® w w0 W m

Pyuessis Where Ty = {58,45,38,20, 18} Pyucssts where Iy = {47, 30,

5}

Pacas s where Lis = (42,37, 32,31}

=y

03 ‘ I
1l

02 l‘\w

o My"

Fig. 9. The result of the

9 4

0 50 100

- 0
150 200 250 0 5 100 150 200

Eq—%é'g“i pgu,(’s&l*

250

o
0 50 100 150 200 250

proposed attack.

’ pgu,ess,lf)(o = guess

< 2¥)E Axlksle] dlw A3 tiAlEe] 353 F
2 dlol#e) ke F3aeh Fig,
0}?44 A= p,,,,pgq*ﬂ 7?“‘ 2 w2 guess2 WA

7l“éﬁi{; F 5

oz e B8 s K

H B
= =
AE 333 A9} SAWALFig. 49 $2),
% ah:

Sslalch Al

) xﬂ gksl=

9= 7+ A8 1,9

aslelx] A4

714
e Alelshd

& QAsbl 25k | Y3shach
v.z =

FBCE ECDSA A% AA<] 4] d4ikal
2l 3% ZgHo AAlsly] fef APdALER
go]| &g 83t FBCE: ooty Al
71%el SPA, STCAd &l ebd3sht HCA®
dAR7E =2d 4 9lr}. X9 HCAE shie]
el FollA o4 7hed v FA e 471
27 witel 24 Ae-Ee] dris A7} ot

13 ofd By [
SN BNl

A 5199 e SFe] ol
A3 zel@e), oleldt ol aakek 71718 v
22 sk Y AL ojele Aew FeA 9
o R Q7 vk shie] BRne o)4d
e 48AL B AR A AE E

! $AY 34

References

(1) National Institute of Standards and

Technology, “Digital Signature
Standard (DSS),” FIPS 186-4, July
2013.

(2) D. Hankerson, A. Menezes and S.
Vanstone, Guide to elliptic curve
cryptography, Springer, New York,
pp. 75-186, 2004.

(3) OpenSSL, “openssl software library” ht
tps://www.openssl.org/



Fx ol 7 27w} 3 g Fel H3

AL ol 8% AT SR

(4] GnuPQG, “gnupg software library http (12) N. Hanley, H. Kim, M. Tunstall,
s://gnupg.org/ “Exploiting  collisions in addition

(5) Bitcoin Core, “bitcoin core software chain-based exponentiation algorithms
library” https://bitcoin.org/ using a single trace,” Topics in

(6] E. Brier, C. Clavier, F. Olivier, Cryptology - CT-RSA 2015, LNCS
“Correlation power analysis with a 9048, pp. 431-448, Apr. 2015.
leakage model,” Cryptographic (13) HM. Edwards, “A normal form for
Hardware and Embedded Systems - elliptic curves,” Bulletin of the
CHES 2004, LNCS 3156, pp. 16-29, American Mathematical Society, vol.
Aug. 2004. 44, no. 3, pp. 393-422, Apr. 2007.

(7] K. Gandolfi, C. Mourtel, F. Olivier, (14) A. Bauer, E. Jaulmes, E. Prouff, J.R.
‘Electromagnetic analysis: concrete Reinhard, J. Wild,  "Horizontal
results,” Cryptographic Hardware and collision correlation attack on elliptic
Embedded Systems - CHES 2001, curves,” Cryptography and
LNCS 2162, pp. 251-261, May. 2001. Communications, vol. 7, no. 1, pp.

(8) T. Kim., T. Kim, S. Hong, "Breaking 91-119, Mar. 2015.

Korea transit card with side-channel (15) J.S. Coron, ‘Resistance against
attack - Unauthorized recharging,” differential power analysis for elliptic
Blackhat Asia, Mar. 2017 curve cryptosystems,” Cryptographic

(9] K. Kim, T. Kim, T. Kim, S. Ryu, Hardware and Embedded Systems -
"AES wireless keyboard - template CHES 1999, LNCS 1717, pp. 292-302,
attack for Eavesdropping,” Blackhat Aug. 1999.

Asia, Mar. 2018. (16) M. Joye, S.M. Yen, "The Montgomery

(10) P.  Kocher, J. Jaffe, B. Jun, powering ladder.” Cryptographic
“Differential power analysis,” Hardware and Embedded Systems -
Advances in Cryptology - CRYPTO' CHES 2002, LNCS 2523, pp. 291-302,
99, LNCS 1666, pp. 388-397, Ausg. Aug. 2002.

1999. (17) B. Gierlichs, K. Lemker-Rust, C.

(11) C. Clavier, B. Feix, G. Gagnerot, M. Paar, “Templates vs. stochastic
Roussellet, V. Verneuil, "Horizontal methods,” Cryptographic Hardware
correlation analysis on  expone- and Embedded Systems - CHES
ntiation,” Information and Communi- 2006, LNCS 4249, pp. 15-29, Oct.

cations Security, LNCS 6476, pp.

46-61, Dec. 2010.

2006.



AR H 33 =wA] (2020, 4) 187

(M RE290)

vl % £ (Dongjun Park) 434
20184 89: AlEdista A uu s} A}
20189 9¥ ~3A]: wHw HH KR 33 Axlap

@A Fop A 3

o] A 4 (Sangyub Lee) 3439

20109 84: majdistay AulgAalFats sk}

20159 8Y: mdistw AR R I A}

2015 94 ~&A): weidisty Aua sk vy
(A Fol) HAE 34

Z A "% (Sungmin Cho) A3

20084 2%: Foigtw k) At

20114 8Y: wedigty AR RS AA}

2019+ 29 aejdfstal AHHH Sk uhap

20164 8¥~dA): @ayENY A+

AR HAd 34, 47 ¢ duEE, T

71 3] 4 (HeeSeok Kim) #4134

20061 24: AAAdEn 3 skt

20084 2 ity AR RS A}

2011 84 wefhstal A HH Sfshe] whap

20114 9¥9~2012 129 Bristol University #5171

20134 29~201649 8% =337 |&A HAFH(KISTI) Adad+d

20159 39 ~20169 8Y: FHr|edgd A (UST) a4

20169 9 ~&Al: zedisty Fetr|sst Alo]w HobdF g

(T Fol) FAd 37, d3Axd oA 24 9 u&FH s A J)E, Bkt
A, VES=Z Bt

% A 3] (Seokhie Hong) 413

19959 24 wedjsty 43k} skt

19974 24 wEdisty 48k} Aa)

20019 8%: et &k uhal

19994 89 ~2004 2¥4: @AFEE HIAZEA XA+

2003 39 ~20044 2% zHUEgN AR RI7|EAFAH AddTL

2004 49~20054d 29: K.U. Leuven ESAT/SCD-COSIC ¥A}3ad 4«
20059 39~20134 8Y: vy AR B E e

20134 9 ~&Al: zedisty ArEsdshed P

el dAy] 2 7] s daelE, FAd 34 2 Ao, oA e 28









